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| Introduction

eGovernment in Estonia got started by developing a functional
architecture that includes:

- secure data transport backbone X-Road,

- distributed information systems functionality and

- different hardware and software components like portals,
elements of public key infrastructure (PKI), governmental
databases and information systems.

This is the very basis of hundreds of services that have been
created today. The recent success with eGoverment services
and the common architecture of eGovernment will be given in our
presentation.
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Il The general architecture of eGovernment
environment in Estonia

The architecture of eGovernment was developed in the framework of the
X-Road project.

X-Road project was preliminarily initiated for interconnecting Estonian
governmental databases to the common data resource accessible over
the Internet.

After the successful start of sending database queries and answers over
the Internet, the X-Road environment was expanded to send all kinds of
XML-format electronic documents securely over the Internet.

At the same time the X-Road started to become a skeleton of all the
eGovernment services.
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During the last 3-4 years we have finished different IT projects for implementing
eGovernment architecture in the public sector of Estonia. As the result of the
mentioned projects, the following service portals, environments and frameworks
are now available in Estonia:
«  Special citizens web portal with db-services. Portal has won an award
Finalist with Honourable Mentions of the eEurope awards for
eGovernment 2003. The portals eServices will step-by-step be added

to the citizen portal (KIT) in the nearest future;

Framework of the facilities for using Estonian ID-card (over 60% of
Estonian population has already an electronic ID-card) with PKI technology
for identification, authorization and digital signature operations;

«  Citizens, civil servants and entrepreneurs web portals with almost 700
different eServices from different Estonian central and local governments.

Later we will describe some of these environments projects more precisely.
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IV Special citizens web portal with db-services

All services available through the citizen's portal have a common user
interface, which is not dependent on a database management system for
back office.

A standard authentication system for all citizens has been developed as well.
The set of standard services available include typical queries, such as:

"give me my data" from the population register;
"give me my data" from the motor vehicles register.

e-Gov, July 2007



Authenti-

cation
CA of Users
Servers
CA of |
citizens
__--| Central .
server N
/ Internet \ 7
Adapter- Security SSL channels, Securit“y a
server seryer digitaly signed serve/r' MISP
' o encrypted messages ~ T——
—— | T Central | |~
monitoring
Data- b
base Local Local IS Of. an
monitoring or organizat.
g monitoring
Database
processors
Functional scheme



Estonian Informatics Centre

V Estonian ID card and PKI infrastructure

The purpose of Estonian ID-card project was to use nation-wide electronic
identity and develop a new personal identification card that would be

a generally acceptable identification document and contain both visually and
electronically accessible information.

On December 18, 2001 the parliament established ID-card as a compulsory
iIdentity document and the Estonian passport is thus only a travel document to
travel abroad. On January 28, 2002 the first ID-cards were issued to Estonian
citizens. Today (2.7.2007) over 60% (over 1mill. people) of the Estonian
population (1.4 million) has an ID-card.

There exists a lot of similar projects in other countries (Belgium, Finland,
ltaly etc.), but using of ID-card services at large you can find in Estonia as
In pilot country.
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Estonian ID card and PKI infrastructure Il

The Estonian ID-card project is focused on the digital signature, which is
equivalent to the ordinary signature on paper. To achieve this aim the
|dentity Documents Act as well as the Digital Signatures Act were adjusted,
which resulted in the following:
 The certificate inserted in the ID-card includes the personal identification
code, which enables to identify the individual at once.

* A certificate, which enables to sign documents according to the Digital
Signatures Act, is inserted in the ID-card chip.

» Certificates inserted in the ID-card lack field of use restrictions and
therefore it can be applied in the public as well as private sector,
and also in any kind of mutual relations between individuals.
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Estonian ID card
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Estonian ID card
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VI eServices

The set of facilities for the IS, which are joined to the X-Road environment:

«Authentication (ID-card + 5 Internet bank services);

*Authorization;

*MISP (Mini Info System Portal) portal services;

*Simple queries to Estonian national databases;

*The facilities for developing complex business model
queries (queries to different databases and registers);

*The writing operation into databases;

*The facility to send large amount of data (over 10Mb) from database
to database over the Internet;

*Secure data exchange, logs storing;

*Queries surveillance possibility;

*The integration with citizen portal for adding new services;

*The integration with entrepreneurs portal for adding new services;

*Central and local monitoring;

*The special database for storing services WSDL descriptions.
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VIl Best practice

 Parential benefit in Internet

« 5 information systems interact the data
Citizens’ portal
Register of Social Insurance Board (+MISP)
Population register
IS of Health Insurance Fund
IS of Tax and Customs Office
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Best practice for citizen

Citizen can give applications over the Internet

Citizen does not give data, which the IS knows anyway about the
citizen

Citizen does not fill long application documents and run from door to
door

A good example how the state has simplified the payment system
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Best practice for civil servant

Civil servant is free from revising mountains of paper documents (7)
Civil servant is free from inputting the data from paper documents
Civil servant is free from checking data in different databases

Civil servant can start the process by inputting only the personal
code of client

There does not exist any paper applications at all
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VIl Statistics

At the moment we have following clients:
* Organizations: Number of agreements — ~370

Databases/Service providers:
« All service providers: 69

Security servers:
« Number of agreements for SS: 80

MISP servers:
 Number of agreements for MISPs: 41

e-Gov, July 2007
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Statistics

Services:
 The number services from all the X-road service providers ~700

The statistics of usage:

During the year 2003, the total number of X-road queries was:
590 000.

Number of queries made via the X-road in 2004: over 7.75 million
Daily record of queries in 2004: 118 000 queries per day

Number of queries made via the X-road in 2005: over 13.45 million
) "’ in 2006: over 29.5 million
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IX Conclusions

We are sure that our projects for eGovernment framework development
and portals are making significant contributions to the process of moving
towards the information society. Our environment represents Estonian
and European best practice in the application and usage of new
technologies in order to provide eServices to citizens, to civil servants
and to entrepreneurs.
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Meljapiey, 21. juuli 2005
Tere tulemast portaali!

Kodanikuportaal on kodaniku privaatne asjaajamiskeskkond, mille vahendusel saab elektrooniliselt teha paliutki sellist, milleks seni oli vaja pabereid
taita, kohale sdita ja hulga aega kulutada. Hetkel on kodanikuportaali vahendusel avatud alljargnevad teenused:

Digitaalne allkiri - siin saate dokumente digitaalzelt allkirjastada, teenuse kasutamiseks peate olema tuvastatud ID kaardiga

Ametlikud vormid - siin saate taita ja saata erinevate riigiasutuste blankette

Registrite teenused - siin saate vaadata Teie kohta erinevatesse riiklikesse registritesse kogutud andmeid ja esitada erinevaid taotlusi,
naiteks taotleda peretoetusi (Pensionikindlustuse register), EL ravikindlustuskaarti (Haigekassa andmekogu), vaadata riilgieksamite tulemusi.
Lingimarkmiku teenus - lingimarkmik on mdeldud linkide sailitamiseks ja kasutamiseks ka siis, kui kodu- wdi tddarvuti linkide nimekivi pole
kattesaadaw, samuti saab lingimarkmiku ahil tellida ametlikule e-posti aadressile teavituse selle kohta, kas viidatud lehekillg on viitmase 24
tunni jooksul muutunud

Ametliku e-posti (@eesti.ee) suunamise teenus - siin saate korraldada oma @eesti.ee postiaadressi dmbersuunamise

Teavitusteenus - teavitusteenus viimaldab tellida asutuste vii ettevdtete poolt edastatavaid teateid, mis puudutavad konkreetset aadressi vdi
asukohta

eksamite tulemused

Eksamitulemuste vaatamiseks valige vasakul olevast "Redistrite teenused” menlist teemna "H-tee teenused kodanikule". Teile avaneb uues aknas
paringute nimekiri. Eksamitulemused leiate Riikliku Eksami- ja kvalifikatsioonikeskuse registri teenuste alt.

Oppurite register (uus)

éppurite registri teenuste vaatamiseks valige vasakul olevast"Registrite teenused" mendistteerma "H-tee teenused kodanikule".

f)ppurite registriandmete paringus on kajastatud kiik dpilasefilidpilasega seotud kehtivad dppimised Eesti dppeasutustes. Andmed ndidatakse
wilja nii, nagu need reaalselt Eesti Hariduse Infosdsteemi (EHIS) dppurite registris hetkeseisuga on. Andmed hoiab EHIS-es ajakohasena
dppeasutus, kus dpilane/dlidpilane dpikb, ebatdpsuste korral andmetes pddrduda oma kooli poole.

f)ppuri andmete muudatuste ajaloo paring kajastab kdiki dppuri dpingute jooksul toimunod siindmusi alates isikupdhise dpilaste ja dlidpilaste
registri toimimahakkamisest 2000, aastal.

MB! Kuna EHIS-e koosseisus on dppurite register tdatanud alates 01.01.2005, siis on varasemates muudatuste kajastamises vaga paljiu
puudujdike. Samuti on hetkel palju probleeme lahtris Muudatuste sisu” Mende probleemidega tegeletakse ning neid probleeme ei saa lahendada
dppeasutus, kes registris aktuaalseid andmeid korras hoiah.

Opilase loputunnistuste paringu alt naidatakse nende dpilaste kohta pdhikooli jakvii gimnaasiumi Idpudokurnentide andmeid, mis on alates 2004.
aasta kevadest vdljastatud EHIS-e kaudu. Samuti on selle paringu alt ndha EHIS-e kaudu waljastatud pdhikooli jakdi gldmnaasiumi ldpudokumentide
duplikaadid alates 2004, aasta septembrist.
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